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Executive summary

Healthcare products bring benefits to patients and/or healthcare providers. Benefits can
include simplified and facilitated care, symptom relief, minimal invasive interventions and the
sustaining of life. Healthcare products also introduce risks. These risks can lead patients to be
exposed to hazardous situations, which can impact the patient’s health.

Connected Medical Devices (CMD) can be used to change the way patients are treated. When
monitoring patients’ vital signs in real-time, actuators could correct any identified abnormalities,
enabling a better quality of life, less clinicians’ interventions and better care at home. On the
other hand, devices connected to the internet are subject to cybersecurity and privacy risks.

The CYLCOMED project aims to provide a methodological and technical cybersecurity
framework designed for healthcare services that use CMDs. This framework will be aligned
with the Medical Device Regulation (MDR) and the In Vitro Diagnostics Regulation (IVDR), but
strengthens the adherence to requirements concerning safety, performance and IT security.

This document reports the status of the CYLCOMED risk management tool (first release) and
the CYLCOMED benefit-risk analysis process design.

In this document, the risk management process of ISO 14971:2019 for managing medical
devices is presented, with stronger focus on the risk analysis part of the process flow. A brief
introduction of the benefit-risk analysis methods used in healthcare is provided, following the
presentation of the developed generalized benefit-risk analysis method. Also, the first release
of the CYLCOMED risk management tool is also documented.
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1 Introduction

Healthcare products should bring benefits to patients and/or healthcare providers. Benefits can
include simplified and facilitated care, symptom relief, minimal invasive interventions, and the
sustaining of life (e.g. pacemaker) [1]. Healthcare products also introduce risks. For example,
wrong dosage of insulin (e.g., due to wrong readings of blood glycaemia levels), wrong
calibration of radiation levels (e.g., in a X-ray scan), or malfunctioning of a medical equipment,
could pose serious threats to the patients and the surrounding personnel/environment.

When considering Connected Medical Devices, benefits in real-time monitoring of patients vital
signs enable a real-time detection of abnormalities, improve clinical treatment response time,
reduce hospital costs, and improve quality of care [2]. Some CMD actuators could correct the
abnormality (e.g., when a blood glucose monitor alerts a high level of glucose in type Il diabetes
patient, an infusion pump connected to the monitor adjusts the insulin dosage and administers
it automatically to the patient), enabling a better quality of life to the patient, less clinicians’
interventions, and better care at home. On the other hand, devices connected to the internet
are subject to cybersecurity and privacy risks.

According to the National Institute of Standards and Technology (NIST), a cybersecurity risk
“relates to the loss of confidentiality, integrity, or availability of information, data, or information
(or control) systems and reflects the potential adverse impacts to organizational operations
(i.e. mission functions, image, or reputation) and assets, individuals, other organizations, and
the Nation*'. For example, the loss of integrity of information from a vital sign monitoring system
can trigger undesirable responses from CMDs. A wrong blood glucose reading can lead to a
wrong insulin dosage, exposing the patient to a hazardous situation of overdose or underdose.

Privacy risks, although without direct impact to patients’ safety, are also of major concern. A
study conducted in [3] reports impacts on patient’s life such as: fear, embarrassment,
emotional distress, financial strain, anxiety, blackmail, and even death (e.g., a case where an
information breach indicating that an influential person in politics had an implantable
cardiverter-defibrilator, led to an attacker’s access and manipulation of the device, which
resulted in a cardiac arrhythmia).

The CYLCOMED project aims at providing a methodological and technical cybersecurity
framework designed for healthcare services that use CMDs. Such a framework is aligned with
the Medical Device Regulation (MDR) and the In Vitro Diagnostics Regulation (IVDR)
regulations, but strengthens the adherence to requirements concerning safety, performance
and IT security. In particular, CYLCOMED wiill:

¢ Identify gaps and introduce new safety and security requirements based on evidence,
adapting such requirements to novel technologies (e.g. cloud computing, artificial
intelligence);

e |dentify security-related hazard categories and risk acceptance criteria according to the
classification of medical devices;

e Promote a risk assessment framework built on risk-benefit analyses that responds to
the identified requirements and gaps and considers the impacts of novel scenarios on
risks (e.g. safety, performance and environmental differences of in-hospital with
respect to, remote monitoring of patients);

e Provide tools that help mitigate risks and the increase of safety, security and
performance of healthcare services relying on CMD/IVD/SaMD with consideration to
challenges involving legacy devices;

! https://csre.nist.gov/glossary/term/cybersecurity _risk
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e Demonstrate the performance and applicability of the implemented tools in two
dedicated pilots; this will provide a real-world validation performed by relevant
stakeholders;

e Deliver training for end users (e.g., clinicians, patients) to increase cybersecurity
awareness;

e Promote the CYLCOMED approach in the scientific community and to relevant
stakeholders in the market.

The ultimate goals of the project are to:

e Improve the effectiveness and quality of personalized healthcare;
e Reduce risks and non-compliance costs.

To this end, a risk management tool for connected medical devices is being developed, as well
as a benefit-risk analysis process. The objective of the risk management tool is to manage the
cybersecurity, privacy and safety risks of CMDs, taking into account:

e Cybersecurity standards, such as ISO 27001;

e Privacy standards, such as the ISO 27701, which is compatible with GDPR.

e Safety standard, namely the most prominent standard used by medical device
manufacturers, the ISO 14971:2019 standard, which is compatible with the MDR and
the IVDR regulations;

The I1ISO 14971:2019 standard specifies that manufacturers are obliged to perform a benefit-
risk analysis in certain conditions (explored in this report), although it does not specify a method
for doing so, as there are a multitude of therapeutic areas, with very different ways of
characterizing the benefits, the risks and distinct methodologies to balance / compare them.
Comparing benefits and risks, establishing a way to weight them, or finding what should be the
analysis data is not trivial, especially with the constant emergence of innovative therapeutics
and technologies. On the other hand, there are several benefit-risk analysis schemes,
developed with different scopes and objectives, within the healthcare literature. Most of them
are drug development related, which can be adapted to evaluate the benefits and risks of drug
administering devices. These schemes can also hint at how to evaluate benefits and risks
within certain therapeutic areas, or diseases, and at how to compare the benefits and risks
among conventional treatments versus treatments with CMDs.

This report focuses on the status of the risk management tool and the CYLCOMED benefit-
risk analysis process.

1.1 Methodology
To elaborate this report, the following methodology was followed:

e First, an extensive survey was carried out to determine the benefit-risk schemes that
were used within the healthcare sector.

e At the same time, the initial design of the risk management tool, building from previous
study on risk management frameworks. Once the data model was designed, it was
shared among the consortium, changed taking into account the partners feedback, and
finally validated for the first release.

e Then, a generalization of the benefit-risk schemes was carried out, and the result was
shared and validated by the consortium for the first release. The first release of the risk
management tool was developed.

e Finally, this report was prepared.

Funded by Horizon Europe
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Figure 1 Methodology for elaboration of this report

1.2  Structure of the document
This report is structured as follows:

e Section 2 is dedicated to the risk management process of ISO 14971:2019 for
managing medical devices, with stronger focus on the risk analysis part of the process
flow;

Section 3 gives a brief introduction into benefit-risk analysis methods;

Section 4 describes the developed generalized benefit-risk analysis method;

Section 5 presents the first release of the CYLCOMED risk management tool;

The final section is reserved for the conclusions.
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2 Risk management of medical devices

2.1 Manufacturer’s perspective

ISO 14971 is a risk management standard for manufacturers of medical devices [4] [5]. It
describes the process by which manufacturers can manage the risks of their MD throughout
its life cycle. It outlines how to structure the risk management process and what activities
should be performed to guarantee MD safety for medical use.

According to the International Organization for Standardization (ISO), the European standard
EN ISO 14971:2019, together with amendment A11:2021, Annexes Z addresses the coverage
of the MDR and IVDR regulations by the standard [4], [6].

The Risk Management process described in ISO 14971 and depicted in Figure 2 has six
stages:

Risk Management Plan;

Risk Assessment;

Risk Control;

Evaluation of overall residual risk;

Risk Management Review;

Production and post-production activities.

Funded by Horizon Europo
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2.1.1 Context

Before starting the risk management process, a policy document detailing how to establish the
risk acceptability criteria for the medical device must be written. Applicable regulations,
standards, state of the art and stakeholders’ perspectives and concerns are among the topics
that should be covered. This policy should be a framework for establishing risk acceptability
criteria for every medical device the manufacturer produces.

The risk acceptability criteria are tailored for a specific medical device and its purpose, and it
can be composed of quantitative and/or qualitative requirements. The criteria must be
established for individual risks and for residual risks.

2.1.2 Risk Management Plan

In the Risk Management Plan stage, the roadmap for risk management is defined and
maintained. It is in this stage that the risk acceptability criteria are defined, as well as all the
activities for monitoring, reviewing and acting on the risk management process, from MD
conception to post-production. In this stage, risk management files must be created and should
include the risk management plan, risk management reports and references to other relevant
records and documents created during the risk management process.

2.1.3 Risk Assessment
The risk assessment stage has two sets of activities: risk analysis and risk evaluation.

In the risk analysis activities, the use and misuse of the MD (in relation to the objectives for which the
MD was designed by the manufacturer); the safety characteristics of the MD (i.e., how the MD affects
the safety of devices); and the hazards of using the MD (i.e., potential sources of harm), are identified.

Then, the risks are estimated for each hazardous situation. In the risk evaluation activities, for
each identified risk both probability and severity of the risk are assessed. Then each identified
risk is evaluated against the risk acceptability criteria defined in the risk management plan.
Acceptable risks are deemed residual risk and the risks that are not acceptable will need risk
control measures. All risk assessment process activities, used methodologies and results
should be documented in the risk management file.

Use and Misuse of the MD
The relation between the use and misuse of the MD is depicted in Figure 3.

The intended use of the MD is the use for which the MD was designed by the manufacturer.
Typical elements of the intended use include the intended medical indication, patient
population, user profile, environment, etc. Along with the intended use, other uses of the MD
like maintenance of the device, calibration, transportation conditions, are defined as well. The
intended use and other use define the correct use of the MD, which is also defined as
reasonably foreseeable use.

Sometimes, even when following all indications for the correct use of the MD, some errors can
occur due to lapses or mistakes in the use of the MD. This is defined as use error.

The user intent plays a role on the classification of MD use. If the user intends to use the MD
correctly, following the prescribed instructions, or the generally accepted practice for the MD,
then, this user either uses the MD correctly or with error. The correct use and the use error
constitute what is defined as normal use.

A user can purposely use the MD without following the prescribed instructions, or the generally
accepted practice. In this case, user actions can be predictable or unpredictable. The

Funded by Horizon Europe
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predictable actions are defined as foreseeable user behaviour, and the unpredictable actions
are defined as unforseeable user behaviour.

The use error and foreseeable user behaviour define the reasonably foreseeable misuse. The
unforeseeable user behaviour falls under the category of not reasonably foreseeable misuse.
These uses are not intended by the manufacture.

2.1.4 Risk Control

In the risk control stage, the manufacturer analyses the risk control options for each identified
risk. These options should be sought out on internationally known standards, best practices
and other relevant references.

The risk treatment options follow a hierarchy of preferences:

e First, it should preferably eliminate the risk;

e Second, if eliminating the risk is not possible, then protective measures in the design
of and manufacturing process of the MD must be selected;

e If protective measures are not implementable, then the manufacturer must provide
users with information for safety.

The selected controls must be implemented, and a new risk assessment must be performed.
(see Figure 2). The processes of risk analysis and risk control measures implementation goes
on as long as there are still risks that are not acceptable and there exists control measures
that can be implemented. Once we arrive at a stage where there are still risks with no practical
controls to be implemented, the manufacturer has three options: perform a risk-benefit
analysis, restrict the intended use or modify the medical device [4]. Otherwise, the MD should
not be further developed and commercialized.

All these activities must be documented in the risk management file.

2.1.5 Evaluation of overall residual risk

In the Evaluation of Overall Residual Risk stage, the residual risks are evaluated in
combination with each other. This is crucial since the combination of these risks can give rise
to a set of risks that are not acceptable by the risk acceptability criteria. For this evaluation, the
ISO/TR 27971 provides guidance on evaluating these risks and informing users when needed.
The evaluation method, the used acceptability criteria and the performed analysis must be
documented in the risk management file.

2.1.6 Risk Management Review

The Risk Management Review stage concerns with controlling the proper execution of the risk
management plan before commercial distribution of the MD. It guarantees that all records
concerning residual risks exists, are properly performed and that every residual risk is
acceptable. These controls are done in the form of reviews and they are documented in risk

Funded by Horizon Europo
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management reports which obliges the clearance/acceptance of a person with the due
authority within the manufacturer’s organization.

2.1.7 Production and Post-Production Activities

In the Production and Post-Production Activities stage, a system for collecting and reviewing
relevant information of the MD on production and post-production phases must be established.
The collected and reviewed information must trigger any corrective actions on the MD’s life
cycle if new risks/hazards are discovered.

Funded by Horizon Europo
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Figure 3 Relation between the use and misuse of the medical device adapted from [4] and [7]

Funded by Horizon Europo

Framework Programme of the European Union

Page 17 of 39

© 2022-2025 CYLCOMED



CYLCOMED Project - D4.2: Risk Benefit Scheme and Risk Management Tool (V 1.0) n

2.2

CYLCOMED

Evaluation of hazardous situations

When evaluating the risks of the medical device, the manufacturer must:

Derive the possible hazardous situations when using the medical device, from the
intended use and from the reasonably foreseeable misuse;
Perform the risk analysis of the harms that a hazardous situation can lead to.

As defined in [8]:

a hazard is defined as a “potential source of harm”;

a hazardous situation is defined as “a circumstance in which people, property or the
environment is/are exposed to one or more hazards”;

harm is defined as “injury or damage to the health of people, or damage to property or
the environment”.

Hazards can be of various types, such as [9]:

Energy hazards, including acoustic, electric, mechanical, potential, radiation and
thermal energies;

Biological and chemical hazards, including biological agents, chemical agents and
immunological agents;

Performance-related hazards, coming from data storage and handling, the delivery of
the treatment, diagnostic information and functionality.

The process of identification of hazards and related risk analysis is depicted in Figure 4.

From the intended use, the manufacturer should consider safety characteristics such as the
following:

MD usage (e.g. aim, population, diagnosis, prevention of condition, contact with patient,
etc);

Components/materials of the MD;

Energy transferred to patient (radiation, vibration);

Substance delivered/extracted to/from patients;

Microbiological control/sterilization;

Environment modification (temperature, humidity, toxic materials, etc);
Measurements (e.g. vital signs, accuracy, precision, data);
Data/sample interpretation (e.g. software, Al, ML, etc);

Use with other MDs/technologies;

Undesirable outputs (radiation, noise, chemicals, etc);

Environmental influence (operation, transport, storage);

Consumables or accessories (e.g., syringes);
Maintenance/calibration;

Software/access to information/data;

Shelf life;

Long-term use effects;

Mechanical forces (from/to MD);

Lifetime of MD;

Single use considerations (if applicable);
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Decommission/disposal;

Special training to use/install MD;

Safety information availability;

Manufacturing processes;

User interface — usability — how it affects effectiveness of MD;
Alarm system(s);

Mobile/portable MD considerations if applicable;
Essential performance needs;

MD autonomy features considerations;
Considerations for output data for clinical action;
Misuse considerations.

Next, based on the safety characteristics, the hazards are identified. The cybersecurity and
privacy risks fall under the performance-related hazards described above. Data access,
availability, confidentiality, integrity and transferring, delivery rate and quantity, diagnostic
information properties, and functionality properties such as alarms and performance can all
impact the patient safety as well as the safety of other people surrounding the device. These
hazards could also affect other devices and infrastructures, as well as lead to privacy breaches.

Next, for each identified hazard, a risk analysis is performed:

e The set of events that must occur before leading to a hazard has to be identified. The
probability P; of each of these events (event i) occurring is estimated. The probability
of these events leading to the hazard is the multiplication of the probability of the events
occurring, Py, = II;P; (we are considering that the events are independent among
themselves). Also, the circumstances affecting the severity of the hazard is evaluated.

e Then, the events leading to exposure to the hazard is determined as well, in the same
manner as before, yielding the probability of occurring a hazardous situation Py =
I1;P;, as well as the circumstances affecting the severity.

e Finally, the events leading to potential harm is determined, along with their probabilities
of occurrence P, and the circumstances affecting the severity.

The overall probability of a potential harm to occur is determined to be Py = Py;XPygXI1; P
and the severity level is also determined, based on the determined circumstances affecting
severity.

Finally, the risk level is determined based on the probability of occurrence of the potential harm
and the severity level, r(Py, S).
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Descriptions of use

Risk Analysis

ID Safety Characteristics ID Hazards

HS resulting from random faults HS resulting from systematic fault HS resulting from security breach
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Figure 4 Process of identification of hazards and related risk analysis
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2.3 Benefit-risk evaluation process

The benefit-risk evaluation process occurs during the residual risk analysis phase, and only
for those residual risks that are deemed unacceptable, as depicted in Figure 5. ISO 14971 and
24971 don’t specify how to perform this analysis, as it depends on several factors like
therapeutic area, technologies used, population, intended use, etc. non-the-less, some
considerations for the benefits estimation are indicated, like expected performance, expected
clinical outcome, similar medical devices, factors from other diagnosis/treatment options. The
documents also mention the obligation of informing the users about the benefit-risk evaluation,
and including it in the user documentation (e.g. user manuals). Other informed aspects include
the expected benefits, the probability of the benefit materializing, the magnitude of the
expected benefits and the duration of the beneficial effects.
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Evaluation of overall residual risk
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3 Benefit-risk schemes in healthcare

Within the healthcare sector, several benefit-risk analysis schemes were developed for drugs
and other medical products. Due to the quantity of such schemes, we focussed on studies that
analysed several benefit-risk schemes in order to understand common patterns among them.

According to [10] and [11], the entities involved in the benefit-risk schemes are the following:

o Patient: the person subject to the treatment;

e Healthcare providers/physicians: the people who need to consider the benefits and
risks of the various therapeutic options for the patients;

o Regulators: make decisions about benefits and risks of treatments on the basis of [10]:

o Clinical trials before authorizing the treatment for the general public;

o Licensing review;

o Continuous monitoring of the treatment and benefit-risk weighting, activating
the necessary means to guarantee patient safety when needed (e.g, recall
treatment product, guarantee that new safety information available to the
patients).

e Manufacturer/pharmaceutical companies: provide the medical product and
constantly perform the benefit-risk assessment on the entire life-cycle of the product to
update the risk mitigation activities, as well as communicate with the appropriate
entities, such as regulators, healthcare insurance companies and physicians.

To define the benefit-risk scheme to be wused for a medical product, the
manufacturer/pharmaceutical company should have a cross functional team responsible for
defining how the data required to perform the analysis will be collected. The same team is also
responsible for the execution of the benefit-risk analysis process.

When it comes to benefit-risk analysis for drugs, the needed data can be obtained by (non-
exhaustive list):

e Clinical trials — a research study of a patient population to answer specific questions
of medical interest through intervention [10];

o Observational studies — a study in which no intervention is made (in contrast with an
experimental study). Such studies provide estimates and examine associations of
events in their natural settings without recourse to experimental intervention [12], [10];

¢ Pharmacoepidemiological healthcare databases — databases with data regarding
effects of drugs in well-defined populations.

Comparing benefits and risks, establishing a way to weight them, or even finding what should
be the analysis data is not trivial, especially with inovative therapeutics and technologies. On
the other hand, there are several benefit-risk analysis schemes, developed with different
scopes and objectives, described within the healthcare literature. Most of them are drug
development related, but can be adapted to evaluate the benefits and risks of drug
administering devices. These schemes can also hint at how to evaluate the benefits and risks
within certain therapeutic areas, diseases, and at how to compare the benefits and risks among
conventional treatments versus treatments with CMDs.

In [10] systematization of existing benefit-risk schemes for evaluating drugs were made. This
study organized the existing benefit-risk schemes until the time of the project, as follows:

e Descriptive frameworks, which provide guidance for a qualitative benefit-risk
evaluation process;

¢ Quantitative framework, which provide guidance for a quantitative benefit-risk
evaluation process;
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e Threshold indices, based on quantitative measurements of risk benefit;

¢ Health Indices, which are quantitative measurements of risk and benefit, explicitly
developed in various health contexts;

e Trade-off indices, which measure the trade-offs between risks and benefits,
quantitatively;

o Estimation Techniques, which ranges from the very simple to cutting-edge statistical
methods to synthetize complex data from multiple sources;

e Utility Survey Techniques, which complements the aforementioned approaches with
preferences of various outcomes from relevant stakeholders.

For more information about the benefit-risk methods mentioned in Figure 6 a reading of [10]
and the references therein is encouraged.
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Figure 6 Systematization of existing benefit-risk schemes for evaluating drugs according to [10]
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CIOMS XIl — Structured Benefit-Risk Framework

Risk
Management

Analysis of Key Benefits Risk
Condition Characterization

Current Key Risks Mi:?:ﬂ:'astl:on
Treatment .

) Uncertainties
Options benefits and risks

Benefit-Risk Conclusion

Figure 7 Components of the Structured Benefit-Risk Framework, adapted from [11]

In [11], a Structured Benefit-Risk approach/framework was presented (Figure 7).
This framework has 4 components:

e Product Opportunity, which comprises the analysis of the therapeutic area of the
medical product, the condition or disease the medical product is intended to treat, and
currently available treatment for the condition.

e Product Profile, where considerations and definitions for the benefits and risks of the
product are analyzed, yielding the key benefits, the key risks, their evaluation and data
acquisition methods and the uncertainties regarding, the appropriateness (or clinical
relevance) of the key benefits and risks, the limitations of clinical studies processes
(e.g., clinical trials patients benefit versus benefits to population in general), limits in
scientific understanding and the evaluation method.

e Risk Management, which comprises activities for risk characterization and risk
minimization with regards to the product for guaranteeing appropriate benefit-risk
balance.

¢ Benefit-Risk Conclusion, which includes all the reasoning behind the first three
components, and the final conclusion about whether the overall benefit-risk balance is
favorable or not.
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4  General-purpose benefit-risk scheme

There is a wide heterogeneity of therapeutic areas, each with its way of analyzing hazards,
benefits, risks and harms. As seen in the previous chapter, there exists a plethora of benefit-
risk schemes for analyzing medical products, and the benefit-risk schemes for medical devices
are also not prescriptive, leaving the onus of defining the analysis method to the manufacturer.
Hence, based on the analysis of the benefit-risk schemes described in [10], the descriptions in
[11], and the requirements of ISO/TIR 14971, a general-purpose benefit-risk scheme was
developed for the CYLCOMED project, to enable a common framework for evaluating different
therapeutic areas and types of medical devices, as depicted in Figure 8.

Therapeutic Context

During the therapeutic context definition, an analysis of the condition/disease is made. This
analysis comprises the analysis of the nature of the disease, severity of the condition, unmet
medical need and the intended population. Afterwards, current treatment options are surveyed.
These analyses will promote a better understanding of the scope of the medical product and
how it can be compared to other similar or complementary products in the market.

Also important are the applicable regulations, standards and laws, where compliance
requirements for the medical product should be derived from as well.

Next, the key benefits and risks should be defined. For new and innovative therapeutics or
technologies, the performed analysis of condition, should shed some lights on how to
determine what benefits and risks should be taken into considerations. From the available
treatments within the same therapeutic area, for example, or similar medical devices, it should
be possible to determine the best benefits and risks considerations for benchmarking
purposes. The key benefits and key risks can be organized by categories.

Evaluation Criteria

The evaluation criteria refer to the factors that should be considered when analysing the key
benefits and key risks and how they should be evaluated individually. For example, when
considering performance requirements like radiation levels of an RX scan device or battery life
for a pacemaker, this can be analysed quantitatively, hence a quantitative evaluation criterion
can be defined. Qualitative evaluation criteria can be derived from expert opinions regarding,
for example, the benefits of using a medical device to patient’s health (e.g. the use of the
pacemaker will prevent a stroke; the use of a glycaemia monitoring system connected to the
internet will enable the real-time analysis and control of diabetes patients glycemia level,
yielding a better quality of life).

Comparison weights/Functions

Direct comparison between the key benefits and key risks of a medical product is usually not
trivial as their evaluation criteria can be evaluated quantitatively, qualitatively, or with a mixture
of both quantitative and qualitative criteria, and the factors can vary as well.

In combining different key benefits and key risks, to encompass all possible cases, we will
consider the comparison weights as a particular multiplicative functions. To be general, these
functions can represent a mathematical function with any dimension; or an expert analysis
process that will output several impact values for each factor; a combination of factors;
description; or any other parameter deemed appropriate.

In Figure 7 and Figure 8 the b; ; (1) represent the first transformation/agglomeration of the
evaluation criteria for a specific key benéefit (risk). Depending on the context, the subsequent
functions B; ;, ..., B, Ry, ...,R and EVAL can be defined to enable the comparison of any key
risk and any key benefit combination.
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For the data acquisition process, it is crucial to have defined the evaluation data and data
acquisition processes for the key benefits and risks. For example, considering an RX scan
machine, the radiation levels emitted must be determined, and the data acquisition process
includes the detection gears, their disposition, the physical place where the RX machine will
be emitting the radiation, personnel involved, etc. These data can also include patient
satisfaction or any other feedback he can provide.

These data will be used by the comparison functions, and ultimately, by the evaluation function.
Benefit-Risk Evaluation

The benefit-risk evaluation will be the result of the evaluation function applied on the
comparison functions and the acquired data, and further expert analysis may be required in
order to interpret the result, and also to formally document the results. This is crucial since,
there exists a variety of uncertainties in the whole evaluation process as we will see next.

Sources of Uncertainties

When performing a benefit-risk evaluation, there are uncertainty areas that must be
considered. In all 5 stages of the benefit-risk scheme, the uncertainty analysis must be
performed by a multidisciplinary group of experts in order to better understand how they can
influence the benefit-risk analysis and, ultimately, to make appropriate adjustments to the
benefit-risk analysis process.

Uncertainties can come from multiple sources such as (but not limited to):
e Clinical relevance of key benefits and risks;
e Proper assignment of evaluation criteria to the key benefits and risks;
e Proper assignment of weights/functions to the benefits and risks;

e Proper assignment of aggregate functions to compare benefits and risks amongst
themselves;

e Defined data relevance to the benefit-risk analysis;
e Data quality;
e Adequacy of the model used to perform the benefit-risk evaluation.
Several methods can be used to estimate these uncertainties:
e Statistical models and/or probabilistic models for weights/functions/parameters;
e Scenarios simulations;

e Experts group discussions and qualitative/meta analysis.
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Figure 8 Benefit-Risk Scheme General View, from analysis performed on documents [11] and [10]
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5 Risk management tool

A Risk Management Tool with the purpose of enabling agile processes of risk management in
healthcare has been designed and implemented. This section describes the first release of the
tool.

Software Stack

The software stack of the first release of the Risk Management Tool is composed of a backend
and a frontend, as illustrated by Figure 9.

Frontend
Authentication (JWT) and Autharization (RBAC)

manual implementation:
JWT-enhanced React hook + Flask-praetorian-paired RBAC

Styling

MUI Materials

Frontend Web Developer Framework

React

Foundation PL

HTML Typescript

Backend

Authentication (JWT) and Autharization (RBAC)

Flask-praetorium

Backend Web Development Framework

Flask

Foundation PL

Python

Database

MySQL

Figure 9 Risk Management Tool — software stack

The domain data is stored in a MySQL database server, which, depending on aspects of
governance, security or incident management may be deployed together with the rest of the
backend, or in a separate instance, managed independently.

The backend is powered by the Flask Python framework for web-development. This framework
offers a variety of other libraries, the most relevant of which is flask-praetorium, which is
used for JSON Web Token-based authentication and Role-Based Access Control and
authorization.

The frontend is powered by the React renderer and the styling is achieved using MUI Materials.
Authentication is achieved through a custom React hook that handles JSON Web Token
requests when needed (e.qg., refresh access token if it expires; or log user out if refresh token
expires).

Funded by Horizon Europe

© 2022-2025 CYLCOMED Page 30 of 39 Framework Programme of the European Union



CYLCOMED Project - D4.2: Risk Benefit Scheme and Risk Management Tool (V 1.0)

CYLCOMED

Data Model

The data model of the Risk Management Tool is shown in Figure 10.
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Figure 10 Risk Management Tool — data model
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This data model is characterized by a unidirectional flow of relationships that avoids the
common pitfalls of data model design (e.g., looping relationships), and clearly represents the
relevant stages of the risk management process, starting with the documentation of standards
and respective controls, as well as the assets. The process stages are numbered below,
following the numbering of the data structure in Figure 10:

1. Threat assessment — process conducted for a given asset, resulting in a set of
documented identified threats.

2. Vulnerability assessment — process conducted for a given asset, resulting in a set of
documented identified vulnerabilities.

3. Benefit assessment — process conducted for a given asset, resulting in a set of
documented identified benefits.

4. Risk assessment — process conducted for a given asset, dependent on the threat and
vulnerability assessment processes, resulting in a set of documented identified risks.

5. Risk mitigation/treatment — process conducted for a given risk, aims to associate a
control with a risk and to document the results of applying said control.

6. Risk-Benefit assessment — process conducted for a given asset, aims to associate a
benefit with a risk and to document how said benefit would be impacted if the risk
materialized.

The risk evaluation process is also implemented as a field in the risk object —
evaluation analysis —that can be filled and updated when appropriate.

The current iteration of the Risk Management Tool allows all of these processes to be
performed on a basic level. In the frontend, the current representation is data-driven, meaning
the focus is to represent all CRUD (Create, Read, Update, Delete) operations rather than make
the presentation process-driven, as would be ideal for the end-user.

Authorization

Authorization is based on Role-based Access Control (RBAC). Each user has an associated
role:

- User Manager — this is the role that grants permissions to an account to manage the
user-base, including the attribution of roles, or the deletion of accounts.

- Risk Manager — this is the role that grants permissions to an account to read, create,
update and delete risk management data.

- Stakeholder — this is the role that grants permissions to an account to read risk
management data.

- Pending - this is the default role of newly created accounts, and it means the user
should wait for a User Manager to attribute the correct roles to the account.

Frontend

Upon opening the application, the user sees the screen presented in Figure 11.
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Figure 11 Risk Management Tool — homepage

From here the user can create an account by specifying his first and last name, his email and
his preferred password twice, as seen in Figure 12.

O D o localhost 4 @ @ 5

Figure 12 Risk Management Tool — sign up page — creating an account with first name “New”, last name
“Account”, email “new.account@gmail.com” and a secret password.

If the new user logs in, he is greeted with the view of a Pending account, as seen in Figure 13.
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Figure 13 Risk Management Tool — view from the perspective of a “Pending” account

A user with an account with the User Manager role should attribute the relevant role to the
newly created account. The view of the User Manager is as seen in Figure 14, the attribution
of the role is seen in Figure 15.

C O D o localhost o @ ® B

Accounts

Latest Accounts

Account Roles

Figure 14 Risk Management Tool — view from the perspective of an account with the User Manager role
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Figure 15 Risk Management Tool — User Manager attributes the Risk Manager role to the account with the name
“New Account”

The User Manager attributes the Risk Manager role to the newly created account, so upon
logging back in, the user who previously only had access to the view of a Pending account,
now has access to the view of a Risk Manager. If the user accesses the page pertaining to the
risks, the view is as seen in Figure 16.

o localhost:

Latest Risks

Risk Types Risk Severities

Figure 16 Risk Management Tool — view from the perspective of an account with the Risk Manager role —
“Overview” tab from the inventory/risks page

Alternatively, the Risk Manager also has access to another tab with a more holistic view of all
information, as seen in Figure 17.
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Figure 17 Risk Management Tool — view from the perspective of an account with the Risk Manager role — “Risk
Search” tab from the inventory/risks page

The Risk Manager has access to creation, update and deletion forms, as seen in Figure 18.

Figure 18 Risk Management Tool — on the left, form to create a Risk register; on the center, form to update an
existing Risk register; on the right, form to delete a Risk register

It is important to note that in order to update or delete a risk, the account must be the owner of
the risk — the “New Account” that has been created earlier was not the owner of the currently
listed rRisks, and that is why the update and delete icons are greyed-out in Figure 15. In order
to see the update and delete forms shown in Figure 18, the page is being viewed from the
perspective of the risk owner.

As for accounts with the Stakeholder role, these have access to a similar interface to that of
the Risk Manager, but without access to the create, update and delete buttons, allowing the
user to only read the data.

The figures show the page pertaining to risks (i.e. inventory/risks), but the pages for the
remaining elements of the data models follow a similar structure.

It is also important to note that the styling of the frontend shown in the figures, with the dark
purple hue, may not represent the final styling of the tool.
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Conclusions

This deliverable documents the ongoing summary of the risk-benefit analysis techniques and
the current status of the risk management tool for connected medical devices.

In this report, the risk analysis of connected medical devices was tackled taking into account
the ISO 14971:2019 standard and the accompanying ISO 24971 document, as these
documents serve as guidance for manufacturers in keeping their product safe for patients and
for the compliance of regulations. Moreover, benefit-risk analysis schemes were thoroughly
researched and analysed, and a generalized benefit-risk analysis scheme was developed to
deliver a common understanding of all the analysed benefit-risk analysis schemes. This
benefit-risk analysis methodology will be further explored in specific MDs within the
CYLCOMED project, and improved considering the feedback from relevant stakeholders (e.g.,
IT professionals, cybersecurity experts from hospitals).

A risk management tool is in development. The first release supports a data-driven interface
with the purpose of testing and validating the data model. Subsequent releases will aim
towards the implementation of process-driven views. As the project proceeds, the tool will
evolve taking into account the user experience and new requirements that might emerge.
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