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▪ Overview of Healthcare cybersecurity challenges and bleak stats

▪ Project Architecture and Toolbox

▪ Legal Challenges

AGENDA
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UNIQUE CHALLENGES TO THE HEALTHCARE SECTOR
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THE HEALTHCARE SECTOR CYBERSECURITY STATS
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WHAT IS AT STAKE?
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WHAT IS AT STAKE?
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WHY IS HEALTH SECTOR VULNERABLE ?
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CYLCOMED OBJECTIVES

Identification of ethical, legal and regulatory frameworks and challenges and providing recommendations to extend cybersecurity 

guidelines for CMDs from the legal and ethical perspective

Complete review of CMD cybersecurity standards, guidelines and best practices, issuing intermediate and final Recommendations to

extend cybersecurity guidelines for CMDs

Adoption-ready cyber risk management methodology and tools for CMD and novel technologies (AI, 5G, Blockchain, Cloud 

computing)

End-user driven design and implementation of cybersecurity toolbox for CMDs

Toolbox integration and validation in real-world telemedicine and hospital infrastructures

Maximise impact through communication, dissemination, exploitation and training for adoption
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Objectives
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PILOT 1 - “CYBERSECURITY IN HOSPITAL EQUIPMENT FOR COVID-19 ICU PATIENTS”
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PILOT 2 - CYBERSECURITY FOR TELEMEDICINE PLATFORMS
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CYBERSECURITY LEGAL FRAMEWORK
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CYBERSECURITY LEGAL FRAMEWORK

NIS2

AI ACT

DATA ACT

EHDS
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AI ACT

Horizontal Regulation

Sector Agnostic

Regulatory obligations for Healthcare sector 
(medical device manufacturers, hospitals, etc.)

Cybersecurity Requirements
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INTERPLAY BETWEEN MDR AND AI ACT

MDR AI ACT

‘serious incident’ means any incident that directly or

indirectly led, might have led or might lead to any of the

following:

(a) the death of a patient, user or other person,

(b) the temporary or permanent serious deterioration of a

patient's, user's or other person's state of health,

(c) a serious public health threat; (Art.2(65))

‘serious incident’ means an incident or malfunctioning of an

AI system that directly or indirectly leads to any of the

following:

(a) the death of a person or serious harm to a person’s

health;

(b) a serious and irreversible disruption of the management

or operation of critical infrastructure;

(c) the infringement of obligations under Union law

intended to protect fundamental rights;

(d) serious harm to property or the environment; (Art.

3.(49)
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REPORTING OBLIGATIONS

Regulation Triggering Event Reporting Responsibility Deadline Authority

MDR Serious incident
Medical devices 

manufacturers 

• Immediately and not later than 15 days

• 2 days in the event of a serious public health

threat, or “immediately” in the event of

death or unanticipated serious deterioration

of a person’s state of health

relevant 

competent 

authorities 

AI Act Serious incident
Providers of high-risk AI 

systems

• Immediately and not later than 15 days

• not later than two days after the provider or,

where applicable, the deployer becomes

aware of that incident in the event of a

widespread infringement

• in the event of the death of a person, the

report shall be provided immediately

market 

surveillance 

authorities

GDPR Personal data breach Data Controler

Without undue delay and, where feasible, not

later than 72 hours after having become aware of

it

Supervisory 

authority

NIS2 Security incident Entities affected 

Within 24 hours, an early warning

Within 72 hours, an incident notification

National 

authority or 

CSIRT
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