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CYBERSECURITY INCIDENTS ARE HITTING THE HEADLINES
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THE CYBERSECURITY THREAT LANDSCAPE
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WHAT IS AT STAKE? DIRE CONSEQUENCES OF CYBERATTACKS 
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• Cybersecurity Strategy for the Digital
Decade

• European Action Plan on the Cybersecurity
of Hospitals and Healthcare Providers
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“CURE” TO CYBERSECURITY CHALLENGES - POLICIES
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• Cybersecurity Act (CA)

• Network and Information Systems Directive
(NIS2)

• General Data Protection Regulation (GDPR),

• Cyber Resilience Act (CRA)

• Artificial Intelligence Act (AI Act)

• Regulation on the European Health Data Space
(EHDS)

• Medical Device Regulation (MDR)

• …….
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“CURE” TO CYBERSECURITY CHALLENGES - REGULATIONS
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• Encryption

• Anonymisation

• Patch Management

• Multi-factor authentication (MFA)

• Least privilege principle

• Firewalls (hardware or software-based)

• Intrusion Detection Systems (IDS) 

• Intrusion Prevention Systems (IPS)

• …..
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“CURE” TO CYBERSECURITY CHALLENGES – TECHNICAL MEASURES
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HUMAN 
FACTOR
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Human factor contributed to
approximately 68% of breaches

Human error remains a critical threat
area, consistently ranking highly, if not
the top category
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HUMAN FACTOR
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SCHOLARLY LITERATURE

• “human factor”

• “human element”

• “human dimension”

• “insider threat” 

• “end-user”

• “human resources security”

• …….

REGULATIONS

• NIS2 explicitly mentions the “human
factor” in its Recital 78, and “human
resource security” (Recital 79)

• Recital 8 of the CSA points out that
cybersecurity is not only an issue
related to technology but also one
where human behavior is equally
important
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WHAT IS HUMAN FACTOR IN CYBERSECURITY ?
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HOW TO ADDRESS THE HUMAN FACTOR? 
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LACK OF RESOURCES

• NIS investment report highlights significant
disparities in investments across critical
infrastructure, revealing a gap that threatens
the collective goal of a cyber-secure EU

• Healthcare historically faces the
underfunding, facing significant trade-offs

LACK OF CYBERSECURITY EXPERTS

• The ISC2 (2024) report estimated that 299,000
cybersecurity professionals are needed to meet
EU workforce demands

• Eurobarometer survey highlights the growing
cybersecurity talent gap across the EU

• Some sectors, such as healthcare, are even more
under pressure
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UNDERLYING FORCES SHAPING THE CYBERSECURITY ARCHITECTURE
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NIS2

• Risk management measures shall include at
least, inter alia, “basic cyber hygiene practices
and cybersecurity training”

• Member States shall ensure that the members
of the management bodies of essential and
important entities are required to follow
training, and shall encourage essential and
important entities to offer similar training to
their employees on a regular basis (NIS
Article 20)

GDPR, MDR, AI ACT… 

TECHNICAL AND “ORGANISATIONAL“ MEASURES 
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CHALLENGING REGULATORY LANDSCAPE
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• Should cybersecurity legal frameworks incorporate stronger enforcement
mechanisms, accountability models, and proactive human risk management strategies
to enhance human factor governance?

• Do we need more terminological clarity, coherence, and legal consistency between
legal frameworks regarding the human factor?
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OPEN QUESTIONS
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