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CEN ISO/IEEE 11073 Health informatics - Medical / health device

communication standards enable communication between

medical, health care and wellness devices and external computer

systems. They provide automatic and detailed electronic data capture

of client-related and vital signs information, and of device operational

data.

The IEEE 11073 standards have been developed with a high level of

international participation. They have been, and continue to be,

adopted as International Organisation for Standardisation (ISO)

standards through ISO TC215 Health Informatics and as European

standards through the Committee for European Normalisation (CEN)

TC251 Health Informatics, specifically as the CEN ISO/IEEE 11073

series. The end result is a single set of internationally harmonized

standards that have been developed and adopted by ISO and CEN
member countries.

ISO/IEEE 11073 standard

The ISO/IEEE 11073 Medical / Health Device Communication Standards
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Real-time plug-and-play interoperability for citizen-related medical, healthcare and wellness

devices;

Efficient exchange of care device data, acquired at the point-of-care, in all care environments.

• "Real-time" means that data from multiple devices can be retrieved, time correlated, and 

displayed or processed in fractions of a second.

• "Plug-and-play" means that all a user has to do is make the connection – the systems

automatically detect, configure, and communicate without any other human interaction

• "Efficient exchange of care device data" means that information that is captured at the

point-of-care (e.g., personal vital signs data) can be archived, retrieved, and processed by

many different types of applications without extensive software and equipment support, and 

without needless loss of information.

The standards are targeted at both point-of-care devices (ventilators, infusion pumps, ECG, 

etc.) and personal health and fitness devices (such as glucose monitors, pulse oximeters, 

weighing scales, medication dispensers and activity monitors) and at continuing and acute 

care devices (such as pulse oximeters, ventilators and infusion pumps).

ISO/IEEE 11073 STANDARD;BACKGROUND, GOALS

The ISO/IEEE 11073 Medical / Health Device Communication Standards
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They comprise a family of standards that can be layered together to provide connectivity optimized

for the specific devices being interfaced. There are four main partitions to the standards:

• Device data, including a nomenclature, or terminology, optimized for vital signs information

representation based on an object-oriented data model, and device specialisations;

• General application services (e.g., polled vs. "event driven" services);

• Internetworking and gateway standards (e.g., an observation reporting interface from CEN 

ISO/IEEE 11073-based messaging and data representation to HL7 or DICOM);

• Transports (e.g., cable connected or wireless).

ISO11073 Background/goals

The ISO/IEEE 11073 Medical / Health Device Communication Standards 5
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ISO11073 Point of Care Medical devices

11073-00101 Health informatics – PoC medical device communication – Part 00101: Guide – Guidelines for the use of RF wireless technology

11073-10101:2004(E) Health informatics – Point-of-care medical device communication – Part 10101: Nomenclature

11073-10101a:2015(E) Health informatics – Point-of-care medical device communication – Part 10101: Nomenclature Amendment 1: Additional Definitions

11073-10102:2014(E) Health informatics – Point-of-care medical device communication – Part 10102: Nomenclature – Annotated ECG

11073-10103:2012(E) Health informatics – Point-of-care medical device communication – Part 10103: Nomenclature – Implantable device, cardiac

11073-10201:2004(E) Health informatics – Point-of-care medical device communication – Part 10201: Domain information model

11073-10207:2017
Health informatics – Point-of-care medical device communication – Part 10207: Domain Information and Service Model for Service-Oriented 

Point-of-Care Medical Device Communication

11073-20101:2004(E) Health informatics – Point-of-care medical device communication – Part 20101: Application profile – Base standard

11073-20701:2018
Health informatics – Point-of-care medical device communication – Part 20701: Service-Oriented Medical Device Exchange Architecture and 

Protocol Binding

11073-20702:2016 Health informatics – Point-of-care medical device communication – Part 20702: Medical Devices Communication Profile for Web Services

11073-30200a:2011(E) Health informatics – Point-of-care medical device communication – Part 30200: Transport profile – Cable connected (amended)

11073-30300:2004(E) Health informatics – Point-of-care medical device communication – Part 30300: Transport profile – Infrared wireless

11073-30400:2012(E) Health informatics – Point-of-care medical device communication – Part 30400: Transport profile – Cabled Ethernet

11073-90101:2008(E) Health informatics – Point-of-care medical device communication – Part 90101: Analytical instruments – Point-of-care test

The 'core' standards are: 11073-10101, 11073-10201, 11073-20101 and 11073-30200
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• In the absence of standards for these devices, (a) data is captured either manually or at 

considerable expense (using specialized equipment), or (b) it is not captured at all, 

which is most often the case.

• Manually captured data is labour-intensive, recorded infrequently (e.g., written down

hourly by a nurse clinician), and prone to human error.

• Use of expensive custom connectivity equipment (a) drives up the cost of care delivery; 

(b) is only used for patients with the highest acuity; and (c) tends to lock care providers

into single companies or partnerships that provide "complete" information system

solutions, making it difficult to choose best-of-breed technologies to meet client needs, 

or the most cost effective systems.

PROBLEMS TO SOLVE

The ISO/IEEE 11073 Medical / Health Device Communication Standards
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• Development and deployment of advanced care delivery systems are hindered. For

example, systems that collect real-time data from multiple devices and use the information

to detect safety problems (e.g., adverse drug events), or to quickly determine a patient's

condition and automatically, or with minimal carer involvement, optimally adjust a device's

operation (e.g., for insulin delivery based on glucose level information) cannot operate

without these standards.

• With no standardisation in this area, even when similar devices do provide communications, 

there is no consistency in the information and services that are provided, thus inhibiting the

development of advanced care delivery systems or even consistent health records.

In short: appropriate use of 11073 device communication standards can help deliver better

health, fitness and care, more quickly, safely, and at a lower cost.

PROBLEMS TO SOLVE

The ISO/IEEE 11073 Medical / Health Device Communication Standards
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The ISO/IEEE 11073 Medical / Health Device Communication

Standards are a family of ISO, IEEE, and CEN joint

standards addressing the interoperability of medical devices.

ISO11073 Overview

https://en.wikipedia.org/wiki/International_Organization_for_Standardization
https://en.wikipedia.org/wiki/IEEE
https://en.wikipedia.org/wiki/Interoperability
https://en.wikipedia.org/wiki/Medical_device
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• The ISO/IEEE 11073 standard family defines parts of a system, with which it is possible, to

exchange and evaluate vital signs data between different medical devices, as well as remote 

control these devices. 

• These CEN ISO/IEEE 11073 standards have been developed in close coordination with other

standards development organisations, including IEEE 802, IHTSDO, IrDA, HL7, DICOM, and CLSI.

• Memoranda of Understanding with IHE, IHTSDO, and HL7; and (through ISO) close liaison with

Continua Design Guidelines assist in the vendor´s product integration.

• The CEN ISO/IEEE 11073 nomenclature is now being used to populate, and to establish

equivalence, within SNOMED CT - the most widely used clinical terminology.

• A liaison between the IEEE 11073 standards group and the USA Food and Drug Administration

(FDA) Center for Devices and Radiological Health (CDRH) in the USA helps ensure that patient

safety and efficacy concerns are fully addressed in the standards.

• The cost of integrating innovative technologies into established product lines is reduced — and a 

barrier to new companies is lowered.

ISO11073 Motivation

The ISO/IEEE 11073 Medical / Health Device Communication Standards
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ISO11073 : Examples of topologies and Objects
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ISO11073 Personal Health Device

ISO/IEEE 11073 personal health device (PHD) standards are a group of

standards addressing the interoperability of personal health devices (PHDs) 

such as weighing scales, blood pressure monitors, blood glucose monitors and 

the like. The standards draw upon earlier IEEE11073 standards work, but differ

from this earlier work due to an emphasis on devices for personal use (rather

than hospital use) and a simpler communications model.

These are described in more detail at ISO/IEEE 11073 Personal Health Data 

(PHD) Standards

https://en.wikipedia.org/wiki/ISO/IEEE_11073_Personal_Health_Data_(PHD)_Standards
https://en.wikipedia.org/wiki/ISO/IEEE_11073_Personal_Health_Data_(PHD)_Standards
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Within this standard nomenclature codes are defined, these give the possibility

to clearly identify objects and attributes. Codes are defined for:

• Devices, e.g. MDC_DEV_ANALY_SAT_O2 for SpO2 monitor (Code 4104)

• Units, e.g. MDC_DIM_MMHG for millimeters of mercury (Code 3872)

• Metrics, e.g. MDC_PRESS_BLD_SYS systolic pressure (Code 18945)

• Body Parts, e.g. MDC_MUSC_NECK Muscle of neck (Code 388)

• Alerts, e.g. MDC_EVT_APNEA (Code 3072)

ISO11073 Nomenclature
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ISO11073 Nomenclature

There are several standards for metrics:

• ISO 11073

• LOINC

• SNOMED-CT

Regenstrief and IEEE are working together to support interoperable communications of medical 

and personal health devices

Regenstrief Institute and the IEEE Standards Association have signed a memorandum of understanding 

(MoU) for collaboration in standards development. Regenstrief, developers of LOINC, and IEEE, 

developers of the 11073 standards, are connecting standardized terminology and methods of data 

communication to enhance the interoperability of traditional medical devices and personal health 

devices

https://loinc.org/collaboration/ieee/

Example for body temperature:

MDC_TEMP (ISO 11073) vs 8310-5 (LOINC) vs 386725007 (SNOMED CT)

https://www.findacode.com/snomed/386725007--body-temperature.html
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ISO11073 Nomenclature

The ISO/IEEE 11073 Medical / Health Device Communication Standards 17

IHE Patient Care Device Technical Framework, Volume 3 (PCD TF-3): Semantic Content 

The semantics are based on the ISO/IEEE 11073-10101 nomenclature/terminology 

and the ISO/IEEE 11073-10201 domain information model, with additional 

semantics systems specified as appropriate (e.g., LOINC or SNOMED-CT), either 

as mappings to ISO/IEEE concepts or independently for non-mappable concepts 

FHIR

• Using LOINC with FHIR https://fhir-ru.github.io/loinc.html

• Using ISO11073 with FHIR https://fhir-ru.github.io/mdc.html

https://fhir-ru.github.io/loinc.html
https://fhir-ru.github.io/mdc.html
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Systematic

name

Common term Description Reference ID Code

Concentration | | 

Sevoflurane, Gas 

|Ventilator

Concentration

sevoflurane

(ventilator)

Concentration of sevoflurane 

in airway gas during

mechanical ventilation

MDC_VENT_CONC_SEVOFL 20992
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ISO11073 Nomenclature

The ISO/IEEE 11073 Medical / Health Device Communication Standards 19

A vital sign may have several reference ID in the ISO 11073 standard, for instance:

• MDC_PRESS_BLD_SYS (Systolic blood pressure)
• MDC_PRESS_BLD_NONINV_SYS (Noninvasive systolic blood pressure)
• MDC_PRESS_BLD_NONINV_SYS_CTS (Continuous, noninvasive systolic blood pressure)
• MDC_PRESS_BLD_AORT_SYS (Systolic aortic pressure)
• MDC_PRESS_CUFF_SYS (Discontinuous, noninvasive systolic blood pressure) (deprecated)
• MDC_PRESS_BLD_ART_SYS (Systolic arterial pressure)
• MDC_PRESS_BLD_ART_ABP_SYS (Systolic pressure of the blood in an artery measured ambulatory)
• MDC_PRESS_BLD_ART_AUG_SYS (Systolic pressure of the blood in an artery)
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ISO11073 DOMAIN INFORMATION SYSTEM
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ISO11073 DIM Domain Information Model

The central core of the standard is the so-called Domain Information

Model. Objects containing vital-sign data representations and their

relationships are defined in this model. Objects for additional services

around vital signs data objects are also defined here.

Beyond this, the standard defines a service model for the standardized

communication.

MMOs (Managed Medical Objects) are stored hierarchically within a tree

structure in a form named Domain Information Model (DIM). This MMOs

and their arrangement in the DIM are defined within this standard. 
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ISO11073 Agent/Manager principle
Gráfico

Descripción generada automáticamente con confianza baja

All defined parts of this standard family are designed to allow communication according to this

agent/manager principle.  It allows the arrangement of two or more medical devices as a system, so that

the components are possible to understand and to interact.

The agent is connected to the medical devices. It provides the data. The manager keeps a copy of the

agent data, reacts on update events from them, and triggers events on the agent. In most use cases the

manager is only used to remotely monitor and display agent data, but in some cases it may also

remotely control the agents. Agents and manager are built in the same structure. This enables an agent

to act as a manager and reverse. 

https://en.wikipedia.org/wiki/File:ISO_11073_Agent_Manager.jpg
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ISO11073 DOMAIN INFORMATION MODEL

The ISO/IEEE 11073 Medical / Health Device Communication Standards 23
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ISO11073 : Examples of topologies and Objects
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ISO11073 Example: MDS Object 

Medical Device System

System-Type:
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ISO11073  Example: Types

Virtual Medical Device

Type:

VMD-Status:

VMD-Model:

Instance-Number:

Position:

Operating-Hours:

etc.

G
a

s
 A

n
a

ly
z
e

r

E
C

G

F
lu

id
 D

e
liv

e
ry

B
lo

o
d

 P
re

s
s

N
e

b
u

liz
e

r

D
ru

g
C

a
lc

26The ISO/IEEE 11073 Medical / Health Device Communication Standards



© cylcomed.eu

ISO11073 Device Information Model

MDS

Type:     Monitor

Mode:    Stand-By

SerialNo:123456

State:     up

VMD

Type:         Temp.

Position:    1

State:         plugged

Numeric

Type:     Temp

ObsVal   39.1

Units:     degC

State:     ok

VMD

Type:         NIBP.

Position:    2

State:         plugged

Numeric

Type:     NIBP

ObsVal   110/90/70

Units:     mmHg

Time:     12:00

Patient

Name:       John,

Doe

Categ:       Adult

MRN:        12345

27The ISO/IEEE 11073 Medical / Health Device Communication Standards
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ISO11073 Communication Profile
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ISO11073 Communication Layers

Association control service element

This module is subject to the standards ISO/IEC 15953 and ISO/IEC 15954. It has services available, that control the

association assembly and disassembly. A possible association and their condition is negotiated here, no MMOs are 

transmitted over this module.

An element of the application layer, which is responsible for the establishment, termination and control of associations

between two or more communication parties (programs).

Gráfico

Descripción generada automáticamente con confianza bajaCommon medical device information

service element

Services for the data exchange of MMOs (Managed

Medical Objects) between Agent-Manager systems, 

are defined in this module. This data exchange is

highly dynamic. Objects are created, changed or

deleted by services named CREATE, UPDATE, 

DELETE. Through reports, which can be detailed

down to the single object attribute, it is possible to

trigger complex operations in Agent or Manager, 

through this services.

https://en.wikipedia.org/wiki/File:ISO_11073_Agent_Manager.jpg
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ISO11073 Service Model: Access to Objects
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ISO11073 Communication Layers
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What alarms does it use?

ISO11073 Object Oriented Model 

Registers Historic

Vital Signs Data
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ISO11073 Domain Information Model

The central core of the standard is the so-called Domain Information Model. Objects containing vital-sign data 

representations and their relationships are defined in this model. Objects for additional services around vital signs

data objects are also defined here.

For content sensitive classification of the objects, they are divided into packages.

Medical package

The package that defines objects, to map medical vital signs data. There are different objects to store vital signs

data in different ways. As an example the RealTimeSampleArray object for the management of e.g. ECG data be 

mentioned.

Alert package

This small package is related within the medical package. It is used for setting and administrating alert

parameters to objects from the medical package.

System package

A representation of a medical device can be achieved with objects of this package. It contains concrete 

derivations of the abstract MDS (MedicalDevice System) object. One of these concrete derivations are ever the

root object of a DIM tree. The Battery object and the Clock object are further objects in this package. It can be 

used for time synchronization of medical device data.

Control package

Inside the control package, objects for the remote control of a medical device are defined. There are objects used

for influencing the modality of measuring (for example the SetRangeOperation object) and objects for direct

remote control of medical devices (for example the ActivateOperation object).
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ISO11073 Domain Information Model

Extended services package

In this package, essential objects are defined. This package is built on so-called scanner objects in different

derivations. Scanning data in other objects and generation of event reports, which can be sent, is the sense

of these objects. The scanner objects have a wide range of different attributes (e.g. scan interval, scan lists, 

scan period etc.), for a wide range of applications of the DIM. As an example, the FastPeriCfgScanner object

(Fast Periodic Configurable Scanner) is specially constructed for the requirements of real-time data exchange

in conjunction with the RealTimeSampleArray object to transmit live data from ecg devices.

Communication package

The objects in these package contain information, which are responsible for basic communication profiles. 

These packages are developed very open, so that different communication profiles and interfaces to

proprietary device interfaces can be built. 

Archival package

Storing Patient related data in online or offline archives is the idea for objects in the archival package. For

Example, the Patient Archive object can store vital signs data, demographic data and treatment data in one

object.

Patient package

The patient package contains only one object, the Patient Demographics object. This object contains patient

related data and can be set in relationship to an MDS object or one of the objects from the archive package, 

to give anonymous data the reference to patient data.
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ISO11073 Communication Model

The complete communication sequence can be very complex. 

Finite state machine

The finite state machine regulates the synchronization of an Agent Manager system over different

conditions. A complete session roundtrip starts up with the disconnected state, is transferred by

multiple stages to the initialized state, in what the actual data transfer shall be done, and ends with the

disconnected state.

Initializing MDIB

During the association phase, the configuring state will be reached. In this condition Agent and 

Manager are to exchange object data for the first time. In the process a MDSCreateEvent in the form

of a report would be triggered. This report creates a copy of the MDS root object from the Agent MDIB 

in the Manager MDIB. Afterward a Contextscanner object is created in the Agent MDIB. This scanner 

object scans the complete MDIB and generates a report containing the complete Agent MDIB 

representation, except the MDS root object. The Manager evaluates this report and creates the

objects defined here in his own MDIB copy. At this point the manager has an exact copy of the Agent

MDIB. Both are now at configured state.

https://en.wikipedia.org/wiki/Finite_state_machine
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ISO11073 Communication model

Data exchange through services

The Common Medical Device Information Service Element (CMDISE) provides a GET service, to

deliver data requested by the Manager. The Agent GET service retrieves a list of attribute ids. These

ids identify explicit values within Agents MDIB. Now the Agent creates a report, containing the

requested values. This report is sent back to the Manager.

Data exchange through scanner objects

In an MDIB, additional objects shall be created through the CREATE service of CMDISE. The

Manager requests the Agent through this service to create a scanner object itself, and to fix the

scanner object on one or more values. Optional for example the scan interval for the data delivery can 

be set. The Agent creates the scanner object in his own MDIB and sends the Manager a response 

message. Now the Manager creates a copy of the scanner object in his MDIB. The data updates from

Agent to Manager now occur automatically through the scanner object. Through CMDISE's DELETE 

service, the scanner object can be deleted, like all other MDIB objects.
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