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TASK AND OBIJECTIVES #

e CYLCOMED

Task T5.1 - Al-based CMD Behavioural Analysis & Log Monitoring

* CMD Log monitoring tool: develop novel, robust, state-of-the-art Al-based log monitoring
methods and implement an Al-based log monitoring tool for the detection of different

anomalies in logs generated (due to attacks or failures) by CMDs or by the platform that
manages CMDs.
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ARCHITECTURE #
- CYLCOMED

Architecture of the CYLCOMED toolbox
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Data Collection and Analysis Identity, Access Management, . . .
Layer and Data Protection Layer : Focus on gathering, monitoring, and
{ Al-Behavioural Analysis | ( ssi Solution } | analysing data from various sources within
) <41 | the CYLCOMED ecosystem to identify
— | : | : :
( CMD Log Monitoring | [ ABE Solution ] | potential  cybersecurity  threats or
| | anomalies.
C o G y
| I;e\;ce_h;e;'it;, gec:lri_ty,_ar;:l | | B S_ealr;y?)a;h;o;rd_ar;l B |
| Service Management Layer | | Visualization Layer |
| : : | | |
| { Device Integrity Check ’ ‘ Security Dashboard } |
| | | |
| L CMD Security Maintenance ] | | |
| | | |
e _J o _J

S ——

© cylcomed.eu 3



FUNCTIONALITIES
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e CYLCOMED

Tool LOMOS - Log Monitoring System

* Monitoring system capable of detecting security-related events and incidents in the deployed application's

environment

* Automatically detect deviations that would represent any kind of abnormal situations, including potential security

threats
Uses state-of-the-art Natural Language Processing LOMOS workflow and anomaly score visualisation
architectures to model log streams and understand LOMOS

their normal operating conditions oo +
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CONTRIBUTION TO TOOLBOX AND PILOTS #
CYLCOMED

e Consums logs from other toolbox components (e.g. FEAMED and LuS4MED) and pilot applications
* Provides status about the security threats and anomalies
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PROJECT CONSORTIUM #
CYLCOMED
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